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1. Position of th is Guidebook  

To realiz e Society 5.0, a human -centered society that highly integrates 

cyber space (virtual space) and physical space  (real space), business 

enterprises  play a central role in fostering economic growth and resolving 

social issues by creating innovations through data utilization and greater 

sophistication of products and services.  

In the field of personal data 1 utilization, expectations expanded toward the 

resolution of social issues through innovation. However, there is a growin g 

demand for careful attention to privacy. In response to this demand, business 

enterprise s must gain an understanding of consumer consciousness and 

anxieties toward personal data utilization, as well as the information, action s, 

etc., that consumers require. They also must assess the actual status of this 

area to demonstrate consistency in pro tecting consumer privacy and hence 

win consumer trust and advantages in their corporate business operations. 

This Guidebook compiles information on how business enterprises  taking on 

new challenges should actively work to resolve privacy -related issues and  

build privacy  governance that leads to build ing  consumer trust, which is 

essential in facilitating business execution.  

 

Th is Guidebook has been compiled specifically for business enterprises  that  

are likely to receive requests for attention to privacy directly from consumers 

while offering their products and services, etc., by utilizing personal data, and 

for vendors that conduct trade with these business enterprises . 

It is assumed that it will be  read chiefly by persons in the following 

positions in such business organizations.  

 

 Business leaders responsible for governance in data utilization and ה

protection, and managers in the position of submitting proposals to 

such business leaders , etc. 

Employe ה es in business divisions responsible for comprehensive 

management of matters concerning data utilization, its application and 

protection, etc.  

 

 
1 Personal data refers not only to personal information under the Act on the Protection of 

Personal Information but also to all information relating to individuals.  
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Also, it is assumed that it will be used in the following situations.  
 

When the business enterpri ה se has made decisions that lead to a major 

transition in policy direction, such as the promotion of digital 

transformation (DX) (i.e., in the event of changes in the business 

operation, business organization, process, corporate culture and/or 

climate, etc., by utilizing digital technology, in step with major 

transitions in society).  

In order to gain ה  consumer trust and to enhance corporate value through 

privacy protection.  

 When commencing review into a project that is assumed to have a huge ה

impact on consumer privacy . 

When stronger action is demanded by ה  business leaders, shareholders, 

investors, the parent company and other interested parties to address 

privacy -related issues.  

 When asking business leaders for reinforcement of the organizational ה

structure for privacy protection (i.e., when requesting appropriate 

allocation of management resources).  

When there are concerns such as criticism (so ה -called social media 

"flam ing," etc.) that the business organizat ion or specific industries, etc, 

are criticized for causing privacy -related issues in the use of personal 

data. 2 
 

 

The examples above are provided to promote  understand ing as to  which 

situation s to apply the guid eline  and to expand access to a broad range of 

interested parties. 3 

 

 
2 Please note that this Guidebook does not cover methods on how to deal with so-called social 

media òflaming.ó 
3 Privacy issues emerge regardless of enterprise  scale or type of incorporated body. Although 

it may be difficult for small and medium -sized enterprises (SMEs) and venture businesses 

that handle personal data to do the same, such as establishment  of a system for the purpose, 

reference to this Guidebook is recommended regarding important points of note and policies.  

The enforcement of the amended Act on Protection of Personal Information in 2021 resulted 

in the consolidation of personal in formation protection laws; namely, the aforementioned Act, 

Act on the Protection of Personal Information Held by Administrative Organs, and the Act 

on the Protection of Personal Information Held by Incorporated Administrative Agencies, etc., 

and the partia l application of the obligations of private -sector business operators handling 

personal information to organizations other than incorporated entities, such as certain 

incorporated administrative agencies. Although this Guidebook  has been developed chiefly 

with business operators in mind, the conte nt is also useful for organizations other than 

businesses (including academic research institutions) and is designed to serve as a reference 

for a broad range of readers following amendment of the laws.  
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This Guidebook refers partially to legal obligations. However, each of the 

examples mentioned have been implemented according to the business scale 

and resources of the enterprise. In develop ment of privacy governance 

mentioned later, the information herein should be used by adapting to the 

actual conditions of each business enterprise.  

It must be noted that what we mean by privacy and possible impact s on 

privacy may change over time, as will be mentioned later. Th is Guidebook is 

expected to undergo updates in the future with attention to social trends . 

In the 2020 and 2021 amendments to the Act on the Protection of Personal 

Information (Law No. 57; hereinafter referred to as the "APPI") t hat covers 

handling of personal information, provisions regulating the protection of 

personal information and privacy have been added in step with changes in 

the state of data utilization. At the same time, the regulations have been 

strengthened with descr iptions in greater detail, etc.  

This Guidebook specifies matters that must be addressed by business 

leaders to enable the entire business organization to deal with issues 

proactively including voluntary responses by the business and the 

organization to be created, along with the roles and functions it must possess, 

with the understanding that the matters are to be handled in compliance with 

the laws and regulations relat ing  to personal information and privacy 

protection, not only within the statutory defini tion of personal information 

but also within the use or application of personal data that does not 

necessarily fall within the definition.  Th is guidebook is expected to be used 

even more after the revision of the APPI.  

 

In th is Guidebook, the fundamental policy underlying compliance is set 

forth in Chapter 2. This is followed by Chapter 3, which describes the three 

requirements to be addressed by  business leaders and Chapter 4, which 

organizes key items in privacy governance. Chapter 5 and those following  

present information that can be used as a reference in privacy governance.  
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Column: Survey on Privacy Governance  
In the Survey on Privacy Governance (Overview) conducted by JIPDEC in 2021,4 

questionnaire surveys were conducted separately for consumers and businesses. The 

results showed that corporate efforts in the area of privacy governance have aided in 

the improvement of corporate value and influenced consumer behavior, proving that 

it ha s brought advantages to business enterprises.  

In the responses obtained from consumers, 73.6% of consumers showed a strong 

interest in corporate activi ties related to privacy protection. Some 88.5% expressed 

that, in selecting among similar goods and servi ces, privacy protection activi ties by 

the company offering goods, etc., are taken into account.  

In the responses received from businesses, the results show that 58.7% believe that 

their activi ties in privacy protection will influence consumer behavior sign ificantly.  

 

Q: What level of interest do you have regarding privacy protection (e.g., appropriate 

handling of statutory personal information, data related to personal behavior and 

conditions not limited to statutory  personal information, high ly private inf ormation, 

etc.)? (Number of consumers: 314)  

 
Total of respondents showing "great interest" or "some interest:" 73.6%  

 

Q: If you are to choose one from among products or services that are similar in 

substance offered by a multiple number of vendors, what level of concern would you 

have regarding activi ties on privacy conducted by the vendors, if the product or service 

in question is likely to affect your privacy? (Number of consumers: 314)  

 

 
Total of respondents who expressed "great concern," "concern" or "slight concern:" 

88.5% 

 

 

 
4 "Survey  on Privacy Governance ( Overview ) " (JIPDEC , 2021) 

https://www.jipdec.or.jp/topics/news/20211018.html   

https://www.jipdec.or.jp/topics/news/20211018.html
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Q: What level of influence do you think communicating your company's activi ties on 

privacy will have on consumer behavior? (Number of businesses: 291)  

 

 
Total of respondents who "think that there is influence" and "think that there is 

some influence:" 58. 7% 
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2. Premises of This Guidebook  

2.1. Society 5.0 and the Role of the Business Enterprise  

Our society today is undergoing a drastic structural transition through 

advances in digital technology and the expansion of cyber space. Through 

information -collecting technologies, including highly advanced sensors and 

cameras, and the Internet of Things (IoT) , which connects everything to the 

Internet, we can aggregate information about people in physical space and 

other objects on earth via the internet . Thus, we can consolidate the gathered 

information through cloud computing and other cyber space stora ge solutions. 

In addition, advances in technology , such as artificial intelligence (AI) in 

recent years , has enabled the estimation of various conditions in physical 

space. As a result, it is now possible to assess and analyze physical space as 

data in cyb er space. The results are fed back in various forms into physical 

space. The Japanese government has characterized a "human -centered 

society that balances economic advancement with the resolution of social 

problems by a system that highly integrates cyber space and physical space" 

named as Society 5.0 and has announced this as the goal that Japan seeks to 

achieve.5 To create Society 5.0, the simultaneous implementation of digital 

transformation (DX) 6 in both corporate management and regulatory systems 

is believed to be important. Furthermore, reform in digital governance is also 

underway in Japan's plan to build "a  model realizing both innovation and 

social trust.ó 

 

 
5 Society 5.0 (https://www8.cao.go.jp/cstp/english/society5_0/index.html  ), Cabinet Office  
6 Digital transformation (DX) refers to, in the case of business enterprises, the response to 

rapid changes in the business environment, and reforms to a company's products, services 

and business model in response to customer and social needs by utilizing data and digital 

technology. At the same time, it involves the implementation of reforms in the business 

operation itself, the organization, business processes, corporate culture and climate, in order 

to establish competitive advantage.  

https://www8.cao.go.jp/cstp/english/society5_0/index.html
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Figure 1. Information Society of the Past and in Society 5.0  

 

Society 5.0, in which cyber space and physical space are highly integrated, 

brings innovative products, services and technology that  will en rich the 

everyday lives of people. For example, a variety of digital platforms used on a 

daily basis, automated driving, which is approaching actual implementation 

with advances in the global race in technology development, the "smart home" 

that realizes c omfort and security alongside conformity and sustainability 

with the environment, and the "smart city," which is an aggregation of those 

services. In such a society, functions that had been performed until now by 

humans or hardware  in physical space will b e redefined by data and software 

in cyber space, and will be updated frequently and evolve constantly.  

With the rapid pace of change, greater ease in transnational business 

operation and the effects of data accumulation with indirect and direct 

networks, 7 innovation in cyber space is inclined to lead to òwinner-take -alló 

results. For this reason, creative innovation, starting with the coordination of 

physical space and cyber space, is essential in building Society 5.0 and 

maintaining Japan's economic growt h in the future.  

 
7 This refers to the effect of one person subscribing to a network and not only increasing the 

benefits for the person but also to other subscribers. Directly, it refers to the effect of 

subscriber benefit increasing with the increase in the number of subsc ribers of the network. 

Indirectly, when a certain asset is closely linked to its supplementary assets, greater use of 

the asset will correspondingly increase the supply  of a variety of its supplementary assets, 

thus increasing the benefits.  
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Such innovation has the potential  to bring solutions to social issues, 

including matters related to privacy. At the same time, however, new risks 

may emerge from such innovation. There may be situations in which such 

risks include new priv acy-related problems. If the risks are left ignored, the 

innovation itself may not be accepted. For innovation to take root in society 

and contribute to sustainable economic growth, a social system will become 

necessary for society to appropriately manage the risks brought on by 

innovation and to establish a variety of social values, such as the safety of life, 

mind and body and property, privacy, democracy, and fair competition. From 

this viewpoint, business enterprises that are expected to play key roles in 

promoting innovation are to promote creative efforts actively both in terms of 

social value and economic value. At the same time, action  must be taken to 

reduce the risks that emerge from t his innovation. In other words, they are 

to conduct business while securing the trust from  society and protecting the 

rights and interests of individual persons. Additionally, the response to social 

issues, including matters associated with  privacy, has be en previously 

perceived by businesses as an expense in many cases. From the viewpoint of 

a society that includes consumers, voluntary action s to address these issues 

and arrive at solutions is identical to improving the quality of the business's 

goods and services, etc., and is expected to improve customer satisf action  and 

serve as a key factor in differentiating it from its competitors. Corporate 

action s for privacy -related issues in the future should not be perceived as an 

additional cost but as inherent to the improvement of the quality of their 

goods and services. Business enterprises are required to shift their mindsets 

and work on understanding that the above is a positive sum for both business 

enterprises  and consumers.  8 

Th is Guidebook focuses particularly on privacy that is closely linked to 

personal data utilization with this important role of businesses today in mind.  

 

 

 

 

 
8 An approach t hat covers all fair profits and goals, in contrast to the zero -sum approach 

that results in the creation of trade -off relationships. Refer to Chapter 7 "Reference: Privacy 

by Design."  



 

9 

 

2.2. Approach to Privacy  

Advanced data utilization that is expected to become the core of Society 5.0 

development differs dramatically both in quality and quantity as compared 

to data utilization of the past. In particular, personal data utilization enables 

businesses to accuratel y assess personal preferences and needs and is the 

fountainhead of business growth. Furthermore, the various activi ties 

employing a precise approach to individuals is expected to ultimately lead to 

the resolution of social issues and therefore are extremel y important for all of 

society. 

On the other hand, progress in personal data utilization is deeply linked to 

the diversification of the impacts on personal privacy.  

In the data -collect ing phase, for instance, the provider of a digital service 

will be able to assess in detail each person's behavior history, state of health, 

religion or creed, personal interests, and hobbies, etc., through massive and 

detailed collection of personal data. In this way, it is highly likely to have an 

impact on personal privacy.  There are p ossibilities that the foundations of 

democracy might be threatened, for example, in politically targeted 

advertising  by use of personal data . 

In the data -analysis  phase, algorithm -based decision-making without 

human intervention, including AI based on machine learning, may present 

growing problems in terms of security and appropriateness as the technology 

assumes a larger role in society. In machine learning, for example , estimation 

and decision -making about the target are executed through a model based on 

statistically processed existing data. It is therefore difficult to deal with new 

targets and changes in conditions, thus eroding its accuracy in estimation and 

decision-making. For this reason, errors are likely to occur in estimation or 

decision-making about  the ever -changing and fluctuating physical space. It 

may result in errors in the target or its characteristics. If erroneous 

estimation or decisions in cyber space  are fed back into physical space, the 

error may escalate discrimination or prejudice against individuals or raise 

risks that lead to accidents. Additionally, it is also known that erroneous 

estimation or decision -making is likely to occur when there is bi as on the data 

for existing conditions that serve as the model for machine learning, as well 

as when statistical processing is inappropriate.  
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Figure 2   Reference: IoT and AI Utilization and Privacy -Related Issues 

(Examples)  
Use of IoT 

appliances, etc.  

When data is obtained from consumers via IoT appliances, etc., the consumer 

cannot easily recognize that data is being collected. Even when it can be 

recognized,  problem related to the fact that there is no opportunity to reflect the 

consumer's intention regarding the data acquisition are likely to occur. In 

addition, caution is required regarding data acquired by IoT appliances, etc., since 

the data may inv olve persons other than the target consumer (such as captured 

images by a camera).  

À Data to be measured (What): Difficult to determine what data is measured 

by the IoT appliance.  

À Location and time of measurement (Where and When): Difficult to 

determine when  and where the measurement is made.  

À Interpretation of measured data (How): Difficult to determine how the 

measured data will be interpreted.  

À Measuring entity (Who): Difficult to determine who is obtaining data.  

À Purpose of measurement (Why): Difficult to co mmunicate to the customer 

the purpose of measurement utilization.  

Inference to 

Identify a 

Specific Person 

Utilizing AI  

In terms of data use, when data obtained directly from the consumer is limited, 

inference and machine decision -making on attributes, etc., concerning a person 

based on the person's behavior, etc., employing AI, etc., (including so -called 

profiling) are lik ely to cause inference or decision -making errors and furthermore 

cause problems associated with  privacy 9. 

 

Previously, privacy has been regarded as "the right or legal protection 

against reckless disclosure of private lives" or "the right to be left alon e."10 In 

light of advances in information and communication technologies and the rise 

of the concept of data  privacy, the concept of privacy has evolved into the 

concept of "control of self -information ," etc., in cooperation with the expansion 

of the belief that respect for the rights of the individual  is necessary. With 

technological innovations represented by IoT and AI in recent years and the 

rapid pace of change in services utilizing such technologies, new problems 

associated with  privacy have appeared; namely, unfair and discriminatory 

treatment implemented mechanically as a result of data analysis and the 

possibility of intervention in a large number of voters regarding their political 

choice.11 

 
9  Other reference materials include "OECD Principles on AI" (OECD, 2019) , "Social 

Principles on Human -centric AI" (Council for Science, Technology and Innovation, 2019) and 

"AI Utilization Guidelines" (Ministry of Internal Affairs and Communications, 2019).  
10 When former Foreign Minister Hachirƺ Arita demanded that novelist Yukio Mishima make 

an apology ad and provide compensation for damages on the grounds of breach of privacy in 

the novel "After the Banquet," the Tokyo District Court recognized the legal protection and 

rights against reckless disclosure of the privacy of the plaintiff and ordered suspension of 

privacy infringement and recognized the right to demand compensation for emotional 

distress.  
11 There has been a case of forecasted results based on a data analysis being utilized by a 

business enterprise, raising concern s over the possibility that it affected the recruitment 
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On the other hand, the installation of conventional security cameras 

(cameras strictly for recording captured images) with certain considerations 

in commercial shopp ing districts, commercial facilities, public transit systems, 

etc., in Japan have been accepted positive  in some cases. However, caution 

and concern have been expressed regarding security camera installation s 

with  a facial recognition  function. In Europe and the United States, 

regulations are being developed regarding such uses. In Japan, a report  

regarding camera image use for the assurance of safety and crime prevention  

was published .12 

In such a way, adverse impacts relating to  priva cy are diversifying, 

combined with the rapid speed of these swift changes in technology, from the 

breach of personal privacy to adverse social influences stemming from its 

effects on individuals (social disjuncture, etc.) , including the possibility of 

mani pulating  public office elections. Furthermore, difficult ies in dealing with 

issues associated with  privacy can be attributed to the fact that the concept 

of privacy is not consistent, such as the variability of each individualõs 

perception s and social acceptance, depending on context and the passage of 

time.  

In the current age, the concept of privacy can change and the types of issues 

regarded as associated with  privacy are expanding in scope as individuals and 

 

process. Overseas, there is a case of the results of psychological profiling from personal 

information on social media, thus possibly affecting voting behavior via social media.  
12 In Europe, the Guide lines on the Processing of Personal Data Through Video Devices 

Version 2.0 was adopted in January 2020. The Guidelines cover the handling of camera 

images and use of facial recognition technology under General Data Protection Regulations 

(GDPR). When it wa s proposed initially, it included regulations that appear to be strict from 

the standpoint of business enterprises. In the process of publication of "On Artificial 

Intelligence ñ a European Approach to Excellence and Trust," a white paper on European 

artif icial intelligence strategy published in February 2020, there had been changes in the 

description of the use of facial recognition, suggesting vacillation regarding determination of 

the technology's position. In the United States, regulations prohibiting t he use of facial 

recognition by 53 police and other municipal organizations and the use of information 

obtained via facial recognition technology were issued in June 2019. There have been 

companies announcing the suspension of supplying facial recognition software. In Japan, the 

study group on use of camera images for crime prevention and assurance of safety  which  was 

organized by the Personal Information Protection Commission  (PPC) conducted deliberations, 

and published "The Use of Camera Systems with a Facial Recognition Function for Crime 

Prevention and Assurance of Safety " in March  2023. 
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society raise the issue of whether something  is a breach of privacy. 13,14 Unless 

business enterprises  utilizing personal data deal appropriately with the risks 

that privacy -related issues can cause on individuals and society (hereinafter 

"privacy risks"), the results may become management risks that adversely 

affect on their business management . 

Business enterprises that utilize personal data must recognize that privacy 

risks are personal risks before they are business risks and that they are likely 

to affect the entire society. Privacy -related studies and activi ties must be 

consistently integrated into business activi ties.  

This Guidebook recognizes that the adverse effects on privacy, ranging from 

personal privacy breaches to the adverse social impacts mentioned above, are 

considered to be privacy issues, and provides information on the action s that 

businesses utilizing pers onal data must take to address these issues.  

 

2.3. Importance of Corporate Privacy Governance  

 
13 Refer to Section 5.2 "Identifying Privacy Issues" for privacy issues.  
14 In the time between the publication of Guidebook Version 1.0 (August 2020) and Version 

1.3 (April  2023), social conditions relating to privacy have changed dramatically.  

In light of the growing alarm over privacy infringements by dig ital platforms, etc., that 

handle massive data, legal schemes are being developed and applied in Western nations to  

assure transparency in handling user information and in improving accountability. In July 

2022, the Digital Services Act (DSA) that imposed on online platforms the obligation of 

assuring transparency in online advertising and an amendment proposed on the Digital 

Markets Act (DMA) regulating the "gatekeeper" that satisfies the criteria for providing 

marketplaces, etc., so as not to set unfair conditions and prevent action s that erode the 

openness of the digital market (including regulation on combination of  personal data among 

multiple services, etc., on data portability and on audit of profiling technology, etc.), have 

been adopted by the European Union Parliament. In the United States, a referendum on the 

amendment of the California Consumer Privacy Act we nt into effect in January 2020 and its 

replacement by the California Privacy Rights Act (CPRA) was passed in November 2020. The 

amended law is scheduled to take full force in January 2023. The CPRA allows the right to 

opt out of personal data sharing (not only for selling ), further strengthening privacy 

protection.  

 At the same time, platform operators have started to block or curb cross -site tracking, 

spurred by the rise of privacy awareness. Apple, which holds a major share in the mobile 

market, has been implementing the control of third -party cookie use for S afari in phases. 

Third -party cookies have been completely blocked since 2020. Since April 26, 2021, Apple has 

also denied use of Identifier for Advertisers (IDFA), the advertising ID provided by Apple , 

unless that user provides consent, thus imposing significant restrictions on tracking on its 

app. Google has also announced that it intends to begin phasing out third -party cookies in 

Chrome in the second half of 2024. Source: "Expanding testing for the Privacy Sandbox for 

the Web," (Google LLC , July 2022 ) https://blog.google/products/chrome/update -testing -

privacy -sandbox-web/ 

https://blog.google/products/chrome/update-testing-privacy-sandbox-web/
https://blog.google/products/chrome/update-testing-privacy-sandbox-web/
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In many cases, business enterprises function s as the driving force in 

creating innovation through personal data utilization and in creating value 

for society. For this reason, business enterprises are expected to play a central 

role in addressing privacy issues. If appropriate action s are not taken t o 

reduce the potential for privacy issues, personal privacy will be violated . In 

addition, this may lead a sense of mistrust toward data utilization throughout 

society, along with anxiety and concern regarding personal privacy risks. 

Eventually, this will lead to hindrance of innovation. Under such conditions, 

the realization of Society 5.0, that is, development of a human -centered 

society that realizes both economic growth and resolution of social issues, 

become dubious. Hence, action  on privacy issues is important and essential 

in creating Society 5.0. In handling privacy issues, business  enterprises  must 

recognize that what they handle through  cyber space is not just data and that 

they are in fact interacting with  actual individuals in physical space. 

Businesses are required to pay strict attention to their action s so as to not 

compromise the basic rights of the individual, and to respond appropriately.   

Additionally, there is a growing movement demanding the corporate 

responsibility to respect human rights from the perspective of corporate social 

responsibility and the Guiding Principles on Business and Human Rights .15,16 

 
15 In the international sphere, Guidance on  Social Responsibility (ISO 26000:2010) and the 

UN Guiding Principles on Business and Human Rights (United Nations Human Rights 

Council, 2011) have been adopted. In Japan, the National Action  Plan on Business and 

Human Rights (2020 -2025), based on the UN G uiding Principles, was adopted in 2020 by the 

Inter -Ministerial Committee for Japanõs National Action  Plan on Business and Human 

Rights. To boost corporate action  with respect to human rights, Report on Research on 

Business and Human Rights (Ministry of Justice 2021) and the Guidelines on Respecting 

Human Rights in Responsible Supply Chains (Ministry of Economy, Trade, and Industry, 

2022) have been adopted and published. The National Action  Plan on Busine ss and Human 

Rights refers to òHuman Rights Associated with the Development of New Technologiesó, such 

as defamatio n, privacy infringement and  discrimination issues on the Internet and the 

appropriate use of AI. Report on Research on Business and Human Rig hts also mentions 

òhuman rights issues related to technology and AIó and òprivacy rightsó as risks that are 

related to human rights that businesses must take into account and human rights related to 

corporate activi ty, as well as examples of such risks.  
16 In Japan, ESG investment is also spreading. It takes into account not only on conventional 

financial data but also on environmental, social and governance elements at decision -making 

on business investments. ESG investment is expected to contribute to the achievement of the 

sustainable development goals (SDGs) adopted by the United Nations in 2015. (Reference: 

The Government Pension Investment Fund (GPIF) website: https://www.gpif.go.jp/esg -

stw/esginvestments/ .)  

The Stewardship Code (Financial Services Agency, revised in 2020) and the Corporate 

Governance Code (Tokyo Stock Exchange, Inc. , revised in 2021) also mentions the importance 

of the assessment of the status of investment recipients and o f disclosure of corporate 

 

https://www.gpif.go.jp/esg-stw/esginvestments/
https://www.gpif.go.jp/esg-stw/esginvestments/
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Corporate effort s to not compromi se the basic rights of individuals and 

consumers and to take appropriate action s, including the development of 

internal schemes and systems,  to correct and prevent  the occurrence of 

privacy issues also are consistent  with such social demand s. 

At present, the principal normative in handling privacy problems in Japan 

is the APPI. For this reason, corporate concern in conducting business with 

attention to privacy issues has been centered on compliance with the APPI 

until  now, and in many cases, such concerns have been central  in review of 

business operations. Also, with changes in terms of spectacular speed and 

technological innovation, the emergence of new privacy issues and the rise in 

privacy awareness among people, th ese issues have not necessarily been 

limited to the scope of compliance with the Act but also reflect  doubts in 

business enterprises from the viewpoint of social acceptance and cases of 

social media "flaming" resulting from business  enterprise s being unable to 

avert criticism  related to privacy issues . Unless they are able to prevent  the 

occurrence of privacy issues related  to individuals or to  society, business 

enterprises  may face injunctions or demands for compensation for damages, 

or may lose t rust in  society17. Business enterprises  are now urgently required 

 

information from the viewpoint of promoting sustainability -related activi ties, including ESG 

elements. In ESG investment, human rights are regarded an important element in the social 

arena and are growing in attention in the dialo gue between institutional investors and 

business enterpris es and in the disclosure of nonfinancial information by business  

enterpris es. Global Reporting Initiative (GRI) standard that is one of the frameworks in ESG 

information disclosure includes items on  disclosure relating to customer privacy as an option 

that business  enterpris es are free to choose. There are cases of privacy and data security 

included as one of the key issues in ESG pointed out by ESG rating agencies (e.g., the MSCI 

ESG Ratings model).  In the coming years, winning recognition from both investors and 

society through information disclosure in the form of integrated  reports, etc., and dialogues 

with markets is expected to become increasingly important in addressing privacy issues.  
17 "The U se of Camera Systems with a Facial Recognition Function for Crime Prevention 

and Assurance of Safety " (PPC, 2023) illustrate s that court cases on disputes regarding the 

rights of image and privacy in Chapter 4 (Points of Note in the Right of Image and Priv acy), 

and in section 2 (Success or Failure of Torts and Their Relationship with APPI),  regarding 

the relationship between the shooting by using a camera system with a facial recognition 

function, and Tortious Acts and APPI, it set s forth that òthe tort law and APPI have 

different purposes and characteristics, therefore when a tort ious act is conducted, it may 

constitute a violation of APPI at the same time, however, it may not necessarily constitute 

a violation of APPIó, and that òthe factors which are taken into account in assessing 

whether or not a tort  regulated under the Civil Code has been committed should be taken 

into consideration in the interpretation of provisions of APPI on prohibiting inappropriate 

use (Article 19) and on proper acquisition (Article 20 -1)ó  considering that APPI pays 

attention to the rights and interests  of individuals by taking into account the nature and 

the handling method of personal information and trend  of court cases on disputes regarding 

the rights of image or privacy.  



 

15 

 

to not just superficially comply with laws and regulations, but to take 

voluntary action  and give explanations considering  the ir  impact s on the 

rights and interests of individua ls and to the social values based on how 

personal data is utiliz ed in their business.  

 

Figure 3. Scope of Attention Required from the View point of Privacy 

Protection  (image) 

 

Notwithstanding, a look into the issues that business enterprises face, 

based on events that have invited criticism in recent years, shows that legal 

compliance is positioned at the center of action  in Japan. As the term 

"compliance" suggests, action  is passive in a certain sense, and the focus has 

been inclined to be on case-by-case action s to conform with laws and 

regulations. Today, there is little awareness toward the fundamental purpose 

(i.e., prevent ing privacy issues) behind a case-by-case response. Against this 

backdrop, action  on privacy issues is itself perceived as compliance cost. There 

are instances of businesses trying to "rationalize" this to the greatest possible 

extent within the scope of l egal compliance. When flaming occurs 18 in the 

course of such action , business enterprises  end up wondering why this is so 

in spite of their compliance with the law. As a result, this may incite a vicious 

cycle of the business enterprise  suffering losses an d to the business enterprise  

becoming more conservative and reluctant to utilize personal data.  

 
18 As mentioned earlier, social media flaming occurs not only within the scope o f legal 

compliance but also from the perspective of social acceptance.  
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Under these conditions, there are quite a few business  enterprises  in Japan 

and other countries that have been able to expand into new business fields by 

utili zing personal data while gain ing the trust from  customers and consumers. 

These companies do not perceive privacy -related activi ties as mere 

compliance but part of an important management strategy. Through the 

appropriate handling of privacy issues, they are succeeding in gain ing social 

trust and in upgrading their corporate value. 19 In particular, reducing privacy 

risks associated with  products and services of the company and fostering 

greater affinity with ensuring privacy will lead to the company gain ing the 

trust from  society, including consumers. For this reason, all business 

enterprises must not view privacy -related activi ties as a cost but revamp their 

perspective as a way to enhance the quality of their products and services and 

thus boost corporate value.  

 

With  the great speed of change taking place today, businesses must not 

only pay adequate attention to legal compliance b ut engage in risk 

management and activi ties aimed at gain ing social trust. For this purpose, 

businesses must actively communicate with consumers and stakeholders and 

respond proactively to privacy issues while conforming to legal compliance in 

the narrow s ense. In other words, business enterprises  establish what action s 

they take (code of conduct) based on dialogues with consumers and other 

stakeholders and adhere faithfully (comply) with the rules . Business 

enterprises then disclose (explain) the se actively to society, and gain  trust 

through dialog ues with consumers and other stakeholders. Business 

enterprises  are required to make the transition in their organizational stance 

toward a "comply and explain" style on a company -wide basis . Moreover, the  

business enterprise  must not only comply with the code of conduct once 

established but continue to review and re -examine the best possible solution 

 
19  For example, Apple announced four principles on privacy protection and policies on 

improving tracking transparency, etc., in April 2021.  
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based on the business enterprise õs goals and the ever -changing 

environment. 20,21,22 

 
20 The Japanese government has been providing s upport to business  enterpris es in the past 

in addressing privacy issues to promote personal data utilization. In particular, the working 

group on promoting data distribution established under the IoT Acceleration Consortium and 

managed jointly by the Minis try of Economy, Trade and Industry and the Ministry of Internal 

Affairs and Communications has been providing counseling to individual business 

enterprises, offering expert advice in dealing with privacy issues that have become problems 

in each company's business operation. At the same time, information collected has been 

compiled in "Case Studies on Review of the New Form of Data Distribution Trade." It has not 

provided beneficial information to business  enterpris es. (Version 1.0 published in 2017 and 

amended as Version 2.0 in 2018.) After the release of Version 2.0, the working group has 

continued conducting reviews and has published its first volume. It is scheduled to add case 

studies each year.  

 In addition, the "Guidebook for Utilization of Camera Imag es" has been published and 

updated since 2017 to promote utilization of camera images that are highly likely to be 

utilized in view of their characteristics. The Guidebook organizes matters to be t aken into 

account by business  enterpris es in protecting the  privacy of consumers and engaging in 

appropriate communication. (Version 1.0 published in 2017, followed by amendments to 

Version 2.0 in 2018 and to Version 3.0 in 2022.) In addition, the "Guidebook for Utilization 

of Camera Images: C ollection of Samples Pertaining to Advance Reporting and Notification" 

(2019) and "Matters of Concern in Action  by Private Business Operators for Public -Interest 

Purposes Utilizing Camera Images: Study in Cases of Infection Countermeasure Use" (2021) 

have been published. Under lying these action s is, compliance with the APPI as a matter of 

course, but these action s are not limited to offering necessary advice on statutory compliance 

but also providing counseling and information to enable business  enterpris es to address 

privacy i ssues on a higher level. However, the action s until now have been providing advice 

on specific action s to be taken by a specific business. To implement broader and more general 

action  to support transition in business enterprisesõ organizational stance toward a "comply 

and explainó style, the study group on corporate privacy governance model was created under 

the working group on promoting data distribution for further review.  
21  "GOVERNANCE INNOVATION: Redesigning Law and Architecture for Society 5.0" 

(Mini stry of Economy, Trade and Industry, 2020) also indicates the need for corporate 

comply-and-explain.  

https://www.meti.go.jp/press/2020/07/20200713001/20200713001 -2.pdf 

"GOVE RNANCE INNOVATION Version 2: A Guide to Designing and Implementing Agile 

Governance" (Ministry of Economy, Trade and Industry , 2021) indicates that the governance 

model in Society 5.0 that is to be found for the sophisticated integration of diverse, comple x 

systems in cyber space and physical space requires continual review into the most optimal 

solutions, vis -à-vis the goals and the ever -changing environment.  

https://www.meti.go.jp/press/2021/07/20210730005/20210730005 -2.pdf 

"Agile Governance Update" ( Ministry of Economy, Trade and Industry , 2022) was published 

as a commentary to e lucidate the two reports on governance and innovation mentioned above 

and unified form.  

https://www.meti.go.jp/press/2022/08/20220808001/20220808001 -b.pdf 
22 When promoting innovation by utilizing AI, the business enterprise is required to respect 

the principles of AI and to adopt a risk -based approach controlled to correspond to the scale 

of risk AI holds. In this study into the scope of AI's influence, privacy protection becomes an 

important perspective.  

"AI Governance in Japan Version 1.1 ñ Report of the Expert Group on How AI Principles 

Should be Implemented" ( Ministry of Economy, Trade and  Industry , 2021) 

 

https://www.meti.go.jp/press/2020/07/20200713001/20200713001-2.pdf
https://www.meti.go.jp/press/2021/07/20210730005/20210730005-2.pdf
https://www.meti.go.jp/press/2022/08/20220808001/20220808001-b.pdf
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In view of these circumstances, the basic concept of corporate privacy 

governance is that business leaders actively engage in activi ties relating to  

privacy issues, develop a system across the organization for addressing 

privacy risks, and make the system work,  in order to ensure the proper risk 

management of privacy issues and assurance of trust , and to ultimately 

upgrade corporate value. 23 

 

Generally, governance in business enterprises  calls for  business leaders to 

"direct" from the viewpoints of management strategy and risk management, 

along with those business activi ties for  achieving  policy direction . Business 

leaders also are to "monitor" the state of such activi ties and " evaluate" them 

to determine the results obtained vis-à-vis th is policy direction. Governance 

is implemented when this basic cycle of setting the direction, monitoring and 

evaluati ng is functioning. 24 

 

In privacy governance, business leaders also take action  based on the value 

that is to be provided by the company th rough its personal data utilization, 

regarding its statutory compliance  as a matter of course . Business leaders  

likewise "direct" by stating explicitly the fundamental approach to 

organizational privacy protection  and the stance in responding  actively to 

manage such risks that privacy issues may cause for  individuals and society 

(privacy risks) . This is based on the  value that is to be provided by the 

business enterprise  through its personal data utilization , in addition to its 

statutory compli ance. Business leaders  are to òmonitoró privacy risk 

management activi ties aim ed at this policy direction , etc., òevaluateó the 

findings  vis-à-vis the substance of the privacy governance stated explicitly  

and " direct " again based on the evaluation findings . It is useful to have  the 

 

https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20210709_8.pdf  

"AI Governance Guidelines for Implementation of AI Principles Ver. 1.0" ( Ministry of 

Economy, Trade and Industry , 2021) 

https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20210709_9.pdf  
23  Japan Business Federation ( KEIDANREN ) issued "Management Manifesto on Proper 

Utilization of Personal Data " in October 2019 and urged business leaders to recognize that 

measures for personal data protection and cybersecurity not only reduces business ris ks but 

secures the safety and security of individuals and therefore contributes to the creation of 

corporate value in the longer -term perspective.  
24 Among the various frameworks that organize matters required for corporate governance, 

the general model tha t business  enterpris es can refer to in their drive to implement to DX 

that brings change into a business model utilizing data and digital technologies and to 

increase competitiveness is IT governance (ISO/IEC 38500).  

https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20210709_8.pdf
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/pdf/20210709_9.pdf
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cycle as described above work. Furthermore, risk management is generally 

executed by identifying the risks in business processes such as service and 

system planning  and development, and then operating, analyzing and 

treating these and taking the appropriate action . 

As mentioned earlier, the rapid speed of technological innovation, changes 

in the external environment including social demand, etc., and the constant 

change taking place in the con cept of privacy (differences in perception of 

privacy by individual, variability of social acceptance for privacy depending 

on context and the passage of time, etc.) make it necessary for businesses to 

gain  trust through an explanation of their activi ties through communication 

with consumers and other stakeholders and to improve their activi ties 

continually, based on concerns and feedback associated with  privacy. 25 

 

Figure 4. The Framework of Privacy Governance  

 

 

 

 

 
25  The approach to governance in business enterprises differs by individual business 

enterprise . Figure  4 shows general framework of privacy governance. O n the assumption that 

the illustrated cycle is functional in governance  in business enterprises , th is Guidebook 

organizes specific matters tha t should be implemented from the viewpoint of privacy in the 

course of developing governance functions and risk management processes  in business 

enterprises for building corporate privacy governance . 
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Column: Information Security Measures and Privacy Protection  

 

Although information security measures and privacy protection are both 

essential in the DX age, the two differ in concept. The objective of 

information security measures is the maintenance of confidentiality, 

integrity and availability of information that is the company's asset. In 

contrast, privacy protection requires appropriate action s by the business 

enterprise so as not to compromise the privacy and other basic rights of the 

individual. For this purpose, it is necessary to ident ify, analyze, and 

evalua te not only information security measures but also projected privacy 

risks in the broader sense (for individual consumers and for society, in some 

cases). In particular, communication with consumers is essential in 

appropriate risk identification, analysis , and evaluation . 

In consumer privacy protection, it is important to implement appropriate 

information security measures to protect consumer personal data. 

However, there are cases of conflict between information security measures 

and privacy protection, s uch as excessive surveillance  of employees to 

assure the confidentiality of information that makes up the company's 

assets. 
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3. The Three Requirements to Be Addressed by 

Business Leaders  

To realize  Society 5.0, business enterprises are expected to play a central 

role in creating innovation through data utilization. In a society founded on 

data utilization, maintenance of a consistent stance to protect consumer 

privacy leads to the enhancement of the  quality of the products and services 

in each business enterprise , gaining advantage in business , gain ing the trust 

from  consumers and stakeholders , and result ing  in an improvement in 

corporate value. In other words, privacy protection and data utilization  

should not be perceived as opposites but should be understood from the 

viewpoint of maximizing the benefit of data utilization while paying due 

attention to privacy. It is important for business leaders, for example the top 

management and executives, to consider  privacy -related activi ties as part of 

management strategy and study it as a factor in competitiveness.  

If a business enterprise is unable to deal with privacy risks or to prevent 

the occurrence of privacy issues related to individuals or to society,  it may 

face injunction s or demand s for compensation  for damages (Article 709 of the 

Civil Code) , or it may lose trust in  society. Such a situation will not only have 

an adverse impact on its sales and profits but also  raise concerns over 

whether the business is able to maintain its operations or even survive. 

Business leaders need to take  action  to address such possibilities.  

Business leaders of a business enterprise  owe the duty of care of a good 

manager. This responsibility includes the development of a risk management 

system according to the scale of the business enterprise . For this reason, 

compensation for any losses incurred as a result of inadequacies in the system 

must be covered not on ly by the executive officers responsible for the relevant 

department but other executives as well. 26  For a business enterprise 

promoting DX, the proper management and utilization of personal data are 

important in its business operations. If appropriate int ernal control has not 

been developed and the business suffers damages as a result of information 

leakage or flaming, attention must be paid to the fact that the business 

 
26 Article 423 (Liability of Officers to Stock Company for Damages) and Article 429 

(Liability for Damages of Officers to Third Parties) of Companies Act and Article 709 

(Compensation for Loss or Damage in Torts)  of Civil Code . 
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leaders will be held responsible individual ly for the compensation of 

losses.27,28 

In view of these conditions, business leaders are required to consider 

privacy -related activi ties as a crucial  element of corporate competitiveness  

and address these activi ties as important issues in their management 

strategy. And at the same time, they are required to implement corporate 

governance, along with the development and operation  of an internal control 

mechanism    to support them . 

 

To implement privacy governance, business leaders are  required to begin 

by fulfilling the following three requirements.  

 

Requirement 1: Explicit statement of the corporate stance on privacy 

governance. 

Requirement 2: Appointment of the Officer Responsible for Privacy 

Protection . 

Requirement 3: Investment of resources in privacy -related activi ties.  

 

3.1. Explicit Statement of the Corporate Stance on Privacy 

Governance 

To create value through innovation with data utilization under the 

business enterprise's corporate philosophy, the protection of consumer 

privacy with consistency in the corporate  stance leads to improve the quality 

of its products and services, etc., and to gain in g trust from consumers and 

society. It will also  lead to enhance corporate value.  

Business leaders need to recognize this as one of the important 

management issues and state  explicitly  thei r  basic policy focused on privacy 

protection that enables their  organization to maintain consistency in its 

handling of such matters, as well as its stance in responding actively to 

 
27 Although the executive offic er as an individual is not necessarily held liable for all flaming 

incidents, if the company requires measures to prevent such incidents as part of proper risk 

management system to protect personal data held by the company and other forms of data 

use and f laming occurs as a result of failure to develop such a system, the officer may be held 

liable as an individual on the grounds of violation of the obligation to develop an internal 

control system.  
28 For this reason, there is a growing number of outsourcing enterprises, such as cloud service 

providers, that are seeking the assurance of trust by obtaining an internal control assurance 

report relating to security, availability, integrity or processing, confidentiality and privacy 

regarding their services (known  as a SOC2 report).  
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privacy risk management . Business leaders also need to communicate 

awareness of the corporate policy and their  stance both inside and outside of 

their  organization. The above should be undertaken  with consideration as to 

what kind of value the corporate enterprise has to offer through its data 

utilization.  

Through top -down dissemination of this policy direction, the awareness can 

take root throughout the organization. In addition, announcement of the 

policy and outlook not only within the organization but also to external 

parties such as consumers and stakeholders (shareholders, b usiness partners, 

etc.) will serve as foundation for building trust. Business leaders are  required 

to ensure accountability 29 for implementing privacy -related activi ties based 

on the announcement that has been explicitly made. 30  This explicit 

announcement may take the form of a privacy statement issued as a 

declaration or behavioral principles t hat  apply to the entire organization. 31 

 

 
29 Accountability refers not just to the responsibility of providing an explanation but the 

establishment of conditions that enable the organization to fulfill comprehensive and 

ultimate responsibility.  
30 Production of an explicit statem ent of the corporate stance involves the concept called 

Privacy by Design (PbD), one of the global standards that serve as reference as the basic 

approach to privacy protection. Each time a privacy issue emerges in business or in an 

organization, the respo nse to privacy risk should be planned not simply as a stopgap measure. 

Rather, the concept calls for privacy protection to be taken into account from the initial stages 

of design in business development. The PbD approach and one of the foundational princip les 

of PbD (see Chapter 7 "Privacy by Design of this Guidebook") ñ "positive -sum, not zero -sum" 

ñ is a useful reference for business leaders in establishing its stance on privacy governance 

since they are highly compatible and consistent with the role of t he business enterprise and 

an explicit statement of corporate  stance. 
31 Many business organizations issue a document entitled "Privacy Polic y." Very often, they 

have been issued in compliance with the "3 -6 Approach and Policy in Promoting Personal 

Informat ion Protection" of the Guidelines on APPI(General Principles)" or  the internal policy 

on personal information protection and external policy on personal information protection 

specified as requirements in JISQ 15001:2017 Personal Information Protection Man agement 

Systems - Requirements. The key is that, regardless of format, the message expressing the 

strong determination of business leaders is issued explicitly.  
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Example: Publication of NTT D OCOMO Personal Data Charter  

NTT DOCOMO, Inc., has developed and pub lished the ΓNTT DOCOMO Personal Data 

Charter Έ Behavioral Principles for Innovation Creation Δ. It announces the following; 

Guided by corporate philosophy of Γcreating a new world of communications culture Δ, 

NTT DOCOMO is pursuing innovation toward the goal  of realizing a richer future we have 

never seen before. NTT DOCOMO is working to create the future described above together 

with customers in harmony with society without being complacent with the status quo. 

And when NTT DOCOMO utilize the valuable perso nal data of customers, i t is believed 

that to protect customers õ privacy and ensure due attention to customers, as well as to 

abide by all relevant laws and regulations, is own mission.  

Therefore NTT DOCOMO has set forth six principles as behavioral principles.  

 

 
 

Source: 

https://www.docomo.ne.jp/english/utility/personal_data/charter/?icid=CRP_en_UTI_priva

cy_txt02_to_CRP_en_UTI_personal_data_charter  

 

To consider advances in technology and societal demands, it is  necessary 

that the substance and operation of the behavioral principles and policies on 

conduct are revis ed continuously and modified appropriately to respond to 

and gain trust from society . 

 

3.2. Appointment of the Officer Responsible for Privacy 

Protection  

Privacy governance requires the intervention of business leaders  and 

concrete action  in line with the conte nt of the statement issued explicitly on 

privacy governance (see Section 3.1). For this purpose, business leaders need 

to appoint a person to take charge of privacy -related activi tie s across their  

organization as the executive officer in charge (hereinafter " Officer 

Responsible for Privacy Protection ") of executing the responsibility to 

implement what business leaders stated explicitly as their  corporate stance. 

To monitor t hat the content of what business leaders stated explicitly is being 

implemented, business leaders  require the Officer Responsible for Privacy 

Protection to make reports on risk management activi ties, etc., in the 

https://www.nttdocomo.co.jp/info/notice/pages/190827_00.html
https://www.nttdocomo.co.jp/info/notice/pages/190827_00.html
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business processes of service and system planning, development and 

operating and to evaluate the content of the report with their  statement. 

Based on the findings, business leaders are  to set their  policy direction for 

internal controls  and make  them  work  effectivel y (see Page 18). To do so, it is 

necessary to clearly identify the scope of responsibility of the Officer 

Responsible for Privacy Protection and to grant the officer authority for 

executing the countermeasures to appropriately prevent privacy problems  

from arising . In view of the privacy risks in the business enterprise , the 

distinctive features of its organizational structure and smooth business 

operat ions, etc., business leaders should appoint a person with the 

appropriate job status , as the Officer Responsible for Privacy Protection .32 

33,34,35 

 
32 Regarding the Officer Responsible for Privacy Protection, titles such as "manager", 

òdirector", and "senior" may be used instead of "officer" depending on the type, scale, and 

region of the business enterprise.  
33 The office of the Officer Responsible for Privacy Protection  should in some cases be taken 

by an executive officer with the authority to  be involved in decision -making on the purpose 

and means of personal data processing within the organization for the Officer to function 

effectively.  
34 3-3-2(3) of APPI  "The Every -Three-Year Review" Outline of the System Reform  specifies 

that  "With regard to establishing a person responsible for handling of personal data, it is 

effective to enable such person to provide guidance and supervise divisions and employees on 

the handling of personal information in a cross -divisional manner and from an expert 

standpoint, as a part of establishment of system for the protection of personal information."  
35 General Data Protection Regulation (GDPR)  obliges the appointment of a Data Protection 

Officer (DPO) who is guaranteed a strong level of independence in the provisi on regarding 

conflict of interests. The DPO cannot be appointed to a job rank ( senior management 

positions , etc.) that leads to decision -making on the objectives and methods of personal data 

handling within the organization.  

 In the United Kingdom, the appointment of a DPO is provided for in the UK General Data 

Protection Regulation (UK GDPR). However, the appointment provision has been re -

examined in view of the problems in such an appointment, especially in a small -scale 

organiz ation. Deliberations of the  Data Protection and Digital Information Bill are underway 

for the possible appointment of a senior responsible individual in senior management to take 

charge of handling data protection risks in the organization.  
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Example: Appointment of Chief Privacy Officer (CPO) at Toyota Motor 

Corporation  
Toyota has established a company -wide cross-sectional governance system to achieve 

respect for privacy of customers and appointed the Chief Privacy Officer (CPO). Under the 

control of CPO, managers for privacy protection are assigned for each major busines s field 

(quality assurance, distributors , Connected Car, finance, R&D , human resources, 

security, etc.) and their corresponding privacy risks.  

In addition, the privacy governance promotion council chaired by the CPO is to convene 

regularly to share and review matters pertaining to privacy protection action  in each field, 

issues pertaining to privacy shared by all companies and important matters i ncluding 

communication with consumers. When important privacy -related incidents occur, privacy 

governance promotion department that received the report from a business department 

or division  quickly identify the incidents, report them to the CPO and  management 

executives and then take countermeasures.  

In addition, an advisory board composed of external experts have established and are 

working to build a system that incorporates the perspective of a third party to ensure that 

privacy is appropriately conside red.   

 

 
 

Source: https://global.toyota/en/sustainability/privacy/initiatives/    

https://global.toyota/en/sustainability/privacy/initiatives/
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3.3. Investment of Resources in Privacy -Related Activi ties  

To put the corporate stance stated explicitly into action , business leaders  

are required to invest the necessary and adequate quantity of management 

resources (people, goods, money, etc.). It is necessary to establish  a system 

aimed at taking an active response to privacy risks associated with  personal 

data utilization in the business enterprise , and to allocate adequate 

manpower and assure human resource development , including manpower 

recruitment.  

Example: Appointment of the Chief Data Officer (CDO) and Data Protection 

Officer (DPO) at Yahoo Japan Corporation  
Yahoo Japan Corporation has appointed its CDO (Chief Data Officer) in order to 

promote data utilization in compliance with laws and with attention to privacy. Under 

the CDO, the DD (Data Director) to deal with both data utilization and privacy 

protection is appointed for each service. Furthermore, the DPO (Data Protection Officer) 

is appointed to provide counseling, surveillance and evaluation of propriety in data 

protection handling from an independent standpoint and from the perspe ctive of the user 

and society.  

 In handling privacy protection pertaining to business projects, the person in charge in 

the business department consults with the legal affairs division. The person in charge of 

legal affairs consults with the privacy handling team within the division as needed, 

which in turn reviews and gives response on the issue. The DPO examines into the 

decision-making process and determines whether it is appropriate.  

 For business projects that affect the entire business group, th e DD body comprising 

the DDs representing each service conducts a review and consults the CDO regarding the 

matter. The DPO provides the necessary advice for the CDO to make appropriate 

decisions. 

 

 
 

Source: Internal reference materials  
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Privacy -related activi ties should be studied beforehand and integrated into 

business strategy, operations, and systems. 36 In addit ion, privacy risks may 

occur under normal conditions and are not necessarily dependent on business 

management conditions or the external environment. For this reason, it is 

expected to invest resources continually in dealing with privacy, for extending  

continuity of these activi ties.  

It is also necessary for business leaders to monitor the results of the 

resource investment, evaluate whether additional investment is necessary 

etc., and take action  based on the evaluation results, etc., in defining the next 

policy direction (and to execute this process repeatedly). An explanation of 

these activi ties should also be given to outside parties.  

  

 
36 The philosophy underlying PbD and its 7 Foundational Principles (Proactive /Preventive  

and Privacy as the Default Setting  etc., in Chapter 7  "Reference: Privacy by Design " in this 

Guidebook) serves as a reference. 



 

29 

 

4. Key I tems in  Privacy  Governance 

4.1.  Establish ing  a System for  Privacy  

Business enterprises that utilize personal data need to aggregate 

information from their business divisions, uncover all privacy risks in the 

divisions, and makes privacy governance work.  Based on the findings, it is 

necessary to execute privacy r isk management for a multiple sided study  into 

measures in handling such risks. The functions in risk management, that is, 

risk identification, analysis and  evaluation , treatment  and continual review 

and update s, need to be implemented inside enterprises' organizations 

themselves.37,38 

To realize the above, it is desirable for business leaders to establish  an 

organization led by the Officer Responsible for Privacy Protection  (hereinafter 

referred to as the "Organization for Privacy Protection ") inside the business 

enterprise.  

 

Figure 5. Establishment  of a System for  Privacy  Protection  

 

 
37 Privacy risk is identified, the possible result or likelihood of occurrence of th e identified 

risk analyzed, the level of importance in handling the risk is evaluated vis -à-vis the corporate 

stance relating to privacy governance stated explicitly by business leaders and the decision 

is made on management method and counter action . The results of the action  should also be 

review ed for improvement.  
38 Reference materials on risk management method are JIS Q 15001 (Personal Information 

Protection Management Systems), which lays the foundation of compliance with the APPI in 

Japan and, i n the international arena, ISO/IEC 27701, which is an extension of ISO/IEC 

27001 and ISO/IEC 27002 to include information security management systems which 

provide s the requirements and guidelines to protect privacy that is likely to be affected by 

personally identifiable information (PII). These management system standards have been 

systematized and serve as reference. ISO/IEC 27001 and ISO/IEC 27002 have been published 

as JIS standards, namely, JIS Q 27001 and JIS Q 27002. ISO/IEC 27701 is also expected t o 

be published as a JIS standard in the future.  
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The rapid pace of technological innovation and increas ing consumer 

awareness toward privacy have steadily expanded of the scope of matters to 

be examined from the viewpoint of privacy protection. For this reason, 

establishment of an Organization for Privacy Protection is needed to address 

privacy risks through multiple sided  review and an agile response to 

technological innovation, social demand, consumer awareness, etc. In 

addition, t o deal with the personal data of consumers, etc., on a global scale, 

it is also necessary to pay adequate attention to the application of various 

foreign laws  and regulations and establish an organizational system for 

privacy to globally deal with  privacy protection .39,40 

Although the number of business enterprises with an Organization for 

Privacy Protection  is not many at present, the establishment  of such an 

organization will build a network with related business divisions and 

departments, including the new business division, and cultivate closer 

communication . This also will enable them to promot e concrete action , such 

as the collecti on, accumulation and sharing of relevant information and 

knowledge from external  experts , etc., within the business enterprise, and 

review s into multiple sided  measures to address privacy risks, etc.  

Business leaders should establish  the system by assigning the privacy risk 

management function and key role in privacy -related activi ties to an 

appropriate department  or division , etc., with attention to the business 

enterprise's own privacy risks, the distinctive features of its own 

organizational structure and climate (including the characteristics, roles, 

 
39 In the 2020 amended APPI, the provision of personal data to third part ies located in foreign 

countr ies with consent of the identifiable person requires that the information provided to 

that person be amplif ied (the name of the foreign country, information on the personal 

information protection system of the foreign country, and information on the measures the 

third party takes for the protection of personal information ). When providing personal 

information w ithout the consent of the identifiable  person, on grounds that the foreign third 

party has established a system that conforms to standards  prescribed by Order of  PPC, 

execution of certain measures to the third party, such as the routine check and response in 

the case of an incident , is required . Additionally, the business es handling personal 

information is required to make  the information about the personal data they hold accessible 

to identifiable persons , regardless of whether personal data is to be provi ded to third parties  

located in foreign  countries . An example of the information which is accessible to identifiable 

persons as the necessary and appropriate measures for managing the security of personal 

data is the implementation of safety controls found ed on an assessment of the personal 

information protection systems and schemes in foreign countries  where the personal data is 

to be stored.  
40 Regarding the method of collecting information relating to foreign laws and r egulations, 

etc., see Chapter 6 "Reference: Information Collecting Methods Related to Foreign Laws and 

Regulations, etc."  
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relationships, etc., of the existing divisions)  and facilitating its business 

operations, and so on. 

 

Figure 6. Importance of Establishment  a System for Handling Expand ing 

Privacy Issues  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


























































































