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Figule: 2014 Jeep Cherokee architecture diagram
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S. Kamkar, “Drive It Like You Hacked It: New Attacks and Tools to Wirelessly
Steal Cars”, DEFCON.
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R. Sandvik, M. Auger, “When loT Attacks: Hacking A Linux-Powered
Rifle”, BlackHat USA 2015.

A>F 2> MRXOA—-T D Wifi IBIE= T U,
APl Z;ZFHU CS AT LT RE

4 Copyright©2016JPCERT/CC Al rights reserved. J PCERT ¢ >




Hhl@ RLIBHESETEDOFESR
B J7 SO LDBARIESEENZERDICETNS

Broadcasting Your Attack: Security High-Def Fuzzing: Exploring
Testing DAB Radio in Cars Vulnerabilities in HDMI-CEC
A. Davis (ncc group) J. Smith (HP ZDI)

FIG 0/13 - User application information

Fuzzing CEC
» FIG 0/13 signals the type of data sent over DAB — interesting... g
[ User Application Type User Application Reference I I bCE C

| {hexadecimal)
{0000 Reserved for future definition .
|ox001 Not used « Can send CEC messages with:
(002 MOT Shdeshaw 15 101 483 [23] " .
[6x003 MOT Broadacst Web Site TS 101 405 [22] = Raspberry Pi+ libCEC Ta rgets
(DwD04 TPEG . . u
lox00s naps Implications of DAB as a broadcast medium = P8 USB-HDMI adapter +
[P00e S * But can we really send arb .
|ox007 P
(000 i ava ‘ . Home Theater Devices
nggg :° g“?:g :*5'5'“: }0 rfut] Multiple vehicles can be attacked simultaneously e
o (x4 eserved for prof "
! applications YES. It would appe * Samsung Blu ray Player (MIPS)
foedan Journaline® __{ - Seenario #1 = Targeted because already have shell
Oxddb to Ox7H Reserved for prof . i h X
I applications + Attacker uses a high power transmitter to replicate a public DABE ensemble To know for sure, had to ensure | ™ (Th)( RiCky Lawsh ae)

and overpowers the public transmission

» Local shell to get on & study device B sl
¢ Philips Blu-ray Player
Scenario #2 * Samsung TV

+ Aftacker uses a low power transmitter and creates a new DAB ensemble on * Panasonic TV
an unused local frequency

+  Major disadvantage: Not stealthy — would likely be spotted quickly

e Chromecast
* Amazon Fire TV Stick

+  Most DAB receivers constantly re-tune

+ Aftacker chooses station name fo entice target audience

DAB (TURILSUAE) DT —5 HDMI CEC (YU U#EE) 1S9 5772
[CHBI—FRBEATESTEREMERE | VTIC&Y. TV REDMHEE RS
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K. Baumgartner, C. Raiu, D. Maslennikov (Kaspersky),
Android Trojan Found in Targeted Attack
https://securelist.com/blog/incidents/35552/android-trojan-
found-in-targeted-attack-58/
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